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Think Your Home Computer Is Safe?  Think Again  
When it comes to home computer security, Americans agree that keeping their computer 
safe is important, but they are not as secure as they think.  A new national survey conducted 
by McAfee and NCSA compared online Americans’ opinions of their computer security to the 
reality – what security software they were actually running – and found that when it comes to 
cyber security, most Americans are in dire need of a reality check.   
 
 
1) CONSUMERS KNOW SECURITY IS IMPORTANT 
Americans are in near universal agreement (98%) that it is important to keep security 
software up to date, and 93% believe their home computers are safe from viruses. 
 

 Security is a Priority. A majority of Americans think they have the following security 
software installed on their computer. 

 
 87% believe they have anti-virus software. 

 
 73% believe they have a firewall. 

 
 70% believe they have anti-spyware software. 

 
 Awareness of Online Threats. Americans also know about the many online dangers 

that exist.  
 

 99% have heard about of spyware. 
 

 75% have heard about phishing. 
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2) FALSE SENSE OF SECURITY  
When it comes to the security software on their computer, what Americans say they have 
doesn’t match up with what’s actually there.  
 

 Expired Anti-Virus Software. While 92% of Americans think that their anti-virus 
software is up to date, just 51% have current anti-virus software that has received an 
updated DAT file within the past week.   

 
 Disabled Firewall. Even though 73% of Americans think they have a firewall installed, 

only 64% actually have it enabled.  
 

 Less than half have anti-spyware protection. While 70% think they have anti-spyware 
software, just 60% actually have it installed. 

 
 No Phishing Protection. More than twice as many Americans report having anti-

phishing software as actually have it installed (27% vs. 12%). 
 
 

  

Americans 
Who Claim 

to Have 
Software 
Installed 
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Have 
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Anti-virus 87% 92% n/a 51% 51% 52% 
Anti-spyware 70% 60% n/a n/a n/a n/a 
Firewall 73% 80% 64% n/a n/a n/a 
Anti-spam 61% 10% n/a n/a n/a n/a 
Anti-phishing 27% 12% n/a n/a n/a n/a 

 
 
3) AMERICANS ARE UNDERPROTECTED 
 

 Fully Protected?  You’re One of the Few.  Less than one in four Americans are fully 
protected against viruses and malware.  

 Just 24% have anti-spyware software installed, an enabled firewall and anti-
virus protection that has received an updated DAT file within one week.  

 
 Older And Wiser.  Somewhat surprisingly, Americans ages 45 and older show more 

savvy than their younger counterparts when it comes to cyber security.  
 26% of them are fully protected versus just 20% of Americans ages 44 and 

younger. 
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4) COMPROMISED COMPUTERS  
Paying the Price for Lack of Protection. Americans’ lack of basic security protection is 
taking its toll on their home computer.  
 

 Viruses Are Common.  A majority of Americans report that they have had a virus on 
their computer (54%). Perhaps even more disturbing, 15% of Americans aren’t even sure 
if they’ve had a virus or not.    

 
 I Spy.  More than four in ten Americans believe they currently have spyware or adware 

on their home computer (44%). 
 

 Something Phishy.  Three out of four Americans (74%) have received a phishing 
email—and 92% of this group says at least some of the emails looked legit at first glance.   

 
 Pop-Up Problems.  Nearly one in three Americans who have a pop-up blocker 

installed (32%) still get pop up ads even when using the blocker on their computer. In 
addition, 39% of Americans who believe they have spyware or adware on their computer 
say they have been redirected to a different search engine or received a pop-up offering 
search results from a different website. 

 

 
5) PUTTING THEMSELVES AT RISK 
The vast majority of Americans store valuable information and conduct sensitive business 
on their home computers, making their lack of adequate security protection all the more 
unfortunate. 

 
 Nearly nine out of ten Americans (87%) store important personal data like financial 

information, health records, resumes and personal emails in files on their home 
computer.   

 
 And nearly nine in ten go online to use their home computer for sensitive activities such 

as banking, stock trading or reviewing personal medical information (88%).   
 

87%

88%

Store important personal data like personal emails,
resumes, health records or financial information on

home computer

Use Internet from home computer for banking,
stock trading or reviewing personal medical

information
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 These behaviors provide would-be identity thieves strong opportunities.  
 

 Identity Crisis.  Sadly, nearly one in ten Americans (9%) has been the victim 
of online identity theft.   

 
 
6) KNOWLEDGE GAP  
It appears that Americans also need a reality check when it comes to how computer savvy 
they think they are.  Nearly seven out of ten Americans (69%) claim they have an 
intermediate level of knowledge when it comes to computers, but this belies the facts: 
 

 Safe Search. Almost all Americans agree that it is important to be able to know the risk 
level of a web site before visiting it (98%), but most do not know how to do this.  

 
 64% of Americans admit they don’t know how to determine if a website is safe 

before visiting it. 
 

 Nearly eight in ten (78%) say that when they are viewing search results, they 
have no idea how to tell if any of them might lead to a high-risk website. 

 
 What Is A Firewall, Anyway?  Just 4% of Americans say they understand firewalls 

“completely” and more than four out of ten Americans (44%) don’t understand how 
firewalls work.  

 
 The Facts of Phishing.  One in four Americans have not even heard of the term 

“phishing” before (25%).  And just over half of those who claim to know what phishing 
is can accurately define it (54%). 

 
 
 
 
Methodological Notes:  
The “Cyber Security” Survey was conducted by phone by Kelton Research between August 22nd and 
September 10th, 2007 using an e-mail invitation. Quotas are set to ensure reliable and accurate 
representation of the total U.S. population with home PCs and an internet connection.  
 
This study was completed by 378 respondents. These respondents first provided their feedback to a 
telephone survey and then participated in a remote scan conducted by Support.com which collected 
the type of security software installed and the operating systems on the respondents’ computers. 

Results of any sample are subject to sampling variation. The magnitude of the variation is measurable 
and is affected by the number of interviews and the level of the percentages expressing the results.  

In this particular study, the chances are 95 in 100 that a survey result does not vary, plus or minus, by 
more than 5 percentage points from the result that would be obtained if interviews had been 
conducted with all persons in the universe represented by the sample.  



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


